Robustness Analysis of Networked Control Systems with Aging Status by Han, Bin et al.
ar
X
iv
:2
00
2.
03
71
4v
1 
 [c
s.I
T]
  1
0 F
eb
 20
20
Robustness Analysis of Networked
Control Systems with Aging Status
Bin Han∗, Siyu Yuan∗, Zhiyuan Jiang†, Yao Zhu‡, and Hans D. Schotten∗§
∗Technische Universita¨t Kaiserslautern, †Shanghai University, ‡RWTH Aachen University, §DFKI
Abstract—As an emerging metric of communication systems,
Age of Information (AoI) has been derived to have a critical
impact in networked control systems with unreliable information
links. This work sets up a novel model of outage probability in a
loosely constrained control system as a function of the feedback
AoI, and conducts numerical simulations to validate the model.
I. INTRODUCTION
The concept of Age of Information (AoI) has been emerging
in the past few years. Its history dates back to the beginning
of 2010s, when it was first introduced in [1] to describe
the information freshness in a remote system. Since then,
research interest has exploded in this field, noticing the unique
stateful characteristic of AoI in contrast to the conventional
memoryless metrics such as latency/delay [2], [3], [4], [5].
Recently, an intensive research interest has been raised on
the control communication co-design (CoCoCo) [6]. Since
AoI can be exploited to easily describe the control/feedback
signal delay in controlling systems, it has triggered a series
of investigation on AoI in context of networked controlling
systems. For example, [7] compares different AoI-related
penalty functions as metric of optimal scheduling in wireless
networked controlling systems with packet loss, while [8]
proposes the first AoI-based wireless scheduling policy in
multi-loop networked controlling system. Additionally, AoI is
compared in [9] with VoI as the scheduling performance metric
in cellular networked controlling systems.
While most existing studies on AoI in CoCoCo generally
take the state estimation error as metric, in this work we
deepen the analysis to the system outage probability. Our anal-
ysis provides the closed-form solution of outage probability as
function of system AoI, and implies its convexity features.
II. SYSTEM MODEL
We consider a single-loop controlling system with a sensor,
a controller and an actuator. The sensor periodically measures
the current system state and transmit it in uplink (UL) to
the controller, while the controller in synchronous generates
an optimal control signal and transmit it in downlink (DL)
to the actuator for execution. For simplification we assume
the DL transmission to be reliable, while considering the
UL transmission unreliable (due to lossy channel or limited
computation capability of the controller).
With an unreliable UL, the status information at controller
is not guaranteed to be timely, but can be outdated. Therefore
we consider the AoI at time instant t, denoted by α(t), which
is periodically updated w.r.t. the UL reception event:
α(t+ 1) =
{
1 successful reception
α(t) + 1 otherwise
(1)
We investigate a first-order discrete time control loop:
x(t+ 1) = Ax(t) +Bu(t) +w(t), (2)
where xN×1, uM×1 and wN×1 are the state, control and noise
vectors, respectively; whileAN×N and BN×M are the system
and input matrices, respectively. Since the controller is not
guaranteed to know x in real time, it estimates the current
state x(t) according to the latest update, according to [8]
xˆ(t)
∆
= E {x(t) | x(t− α(t))}
=Aα(t)x(t− α(t)) +
α(t)∑
τ=1
Aτ−1Bu(t− τ)
=x(t) +
α(t)∑
τ=1
Aτ−1w(t− τ).
(3)
III. OUTAGE PROBABILITY ANALYSIS
In industrial scenarios, it is commonly required to lock the
system to an ideal state xaim. It is trivial to derive that an
loosely constrained controller generates the control signal
u(t) = BH
(
BBH
)−1 [
xaim −Axˆ(t)
]
, (4)
hence, we have
x(t+ 1)
(2,4)
= Ax(t) + xaim −Axˆ(t) +w(t)
(3)
=
α(t)∑
τ=0
Aτw(t− τ) + xaim,
(5)
When x varies from xaim with a significant belief, a system
outage is detected, and essential measures (e.g. emergency
halting) shall be taken to prevent losses. In this context, here
we investigate the estimated probability of system outage.
More specifically, with a linear function cost of system state
x as G(x) = gx, an outage can be defined as the event that
G(x) /∈ [Gmax, Gmin], so the estimated outage probability is
pout = 1− Prob {Gmin ≤ G(x) ≤ Gmax} . (6)
For the convenience of notation let G(t) = G(x(t)) = gx(t)
and Gaim = G(x
aim), we have
G(t)
(5)
= Gaim + g
α(t)+1∑
τ=1
Aτw(t− τ)
∆
= Gaim + e(t), (7)
pout = 1−
∫ Gmax
Gmin
fG(g)dg, (8)
where fG(g) is the probability density function of G.
To simplify analysis we consider here w.l.o.g. that Gaim =
1
2 (Gmin + Gmax), w ∼ N (0,Σ), and that A is diagonal-
izable. Thus, G also obviously obeys a normal distribution
N (Gaim, σ
2
G), and therefore
pout = 2Q
(
∆G√
σ2G
)
, (9)
where ∆G = 12 (Gmax −Gmin), and the Q-function Q(y) =
1√
2pi
∫ +∞
y
exp
(
−u
2
2
)
du. Furthermore, to solve σ2G we diag-
onalize A with
Λ
∆
= P−1AP = diag(λ1, λ2, . . . , λN ). (10)
Then let w′ = P−1w with Σ′ = diag(σ′21 , σ
′2
2 , . . . , σ
′2
N ) as its
variance matrix, and let g′ = gP, we can obtain that
σ2G =
α(t)+1∑
τ=1
g′ΛτΣ′
(
ΛH
)τ
g′
H
. (11)
Additionally, regarding optimization issues, the convexity of
system metrics is often interesting. Here we notice: i) Q(u)
is positive, monotonically decreasing and convex in u ≥ 0, ii)
1√
v
is positive, monotonically decreasing and convex in v > 0,
and iii) it always holds σ2G > 0. Hence, it is trivial to derive
that pout(t) is monotonically increasing w.r.t. σ
2
G, and it has a
unique inflection point σ2turn. More specifically, pout is convex
about σ2G for σ
2
G ≤ σ
2
turn, and concave otherwise. By forcing
d2pout(t)
d (σ2G)
2
∣∣∣∣∣
σ2
G
=σ2turn
= 0 (12)
we can solve that
σ2turn =
∆G2
2
(13)
IV. NUMERICAL VALIDATION
To validate our proposed outage probability model (9), we
carried out numerical simulations that describe an automated
truck following other trucks in a platoon, where the model
is configured as Tab. I shows. We repeated 10 000 times
Monte-Carlo test for each of various noise specifications, and
the outage probability estimated by our model matches the
simulation result under all specifications with good accuracy.
V. CONCLUSION
In this work we have investigated the robustness of net-
worked control systems with loose constraints, proposed a
novel model of system outage probability as function of the
age of status information, and analyzed its convexity. The
proposed model is validated by numerical simulations.
TABLE I: Simulation setup
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Fig. 1: The simulated outage rate (“s”) match the estimation of
our model (“m”) under various specifications. The estimated
inflection point is labeled on every curve.
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